Self-Directed Research

“haw 15 saftware
safety certifiedy”
[a crash course)
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I get asked about
thlis pretty often
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especlally with
"safety critical rusc
compllers”
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- ferroacene
= Joacore
. Nlitec
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I used to work 1n
safety critical
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[avionics, Qgas
detectian,
industrial)



Self-Directed Research
this 13 a.

. Crash Caurse
: T ag
= cammon Falsehoods
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not enoudgh 1nfo to
shilp Your Fi1rst
device )
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there 15 no "satfe”
and "not sarfe” blnary
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no ane-s1ze fits all
Fpproach
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You can’t Just make a
"safe component”
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nhat 13z a "sarfe
bolt™ Y
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functional safety
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IMO a few key 1deas:



Self-Directed Research I

failure 13
*statlstical®
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everything can £ail.
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fai1lure has 3
FRr1ce®
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deaths, 1njurlies,
Financlial.

1n that order,
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e must reason about
fal1lure as an
ERNQglneer1ing problem
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address risk
the bhest way we kKhow
fow o
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thlis approach 15
tallored 1ndustry to
1RdUsSTrY
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Functional safety 15
WERY process orliented
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defined ways TCo.
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Say what vou are
gqolng To do
[specification)
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do what you say ol
are golng to do
[implementation)
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prove You did what
Wou Ssald you would do
[werification)
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the polnt.
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3 paper traill
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a chance Lo catch
1ssuUes BEFUEE they
became a Lallure
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everything can fail,
especlally people,
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only "end products”
are safety certified
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context matters|
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tools and libraries
are components
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You can develop
components “Up To o a
standard”
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thlis makes 1t easler
for people making the
"end product”



Self-Directed Research

"JUust add sarfety”
aftermards 1s hard
[often impossible)
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Norking backwards To
prove safety 15 often
harder Tthan remriting
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the Bust LCompller 1s
3 rare exception!
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LOTS of diligence was
done along The way .
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docs, declslons,
revliemws, testling, 10
Writing, with
history |
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Fust did This because
1t was 1mportant to
gqet right!
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thilis formalism helped
make a safety cCcase
tool
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why does satfety
critlical "moaove slow™
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e can mitldate kKnown
Faillure modes

see! MISHEA
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we LCAMT mitigate
“Unknomwn® failure
modes
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rizsk/remard benefit
Nas to kbhe consldered!
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the wheels mowve, JUSE
S1lowmly,
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dizclaimer: thilis 1=
all "i1ntent” orf
functional sarfety
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think aof 1t like "the
sclentlific method”®
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1f wou jJust check a3
box, 1T's less
valuahle
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functional safety 1=
1mperfect, BbuUt
Useful,



